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Industry competencies matching for disaster risk reduction activities 

 
A component of a study on the case for business 

to undertake disaster risk reduction activities 

 

The industry competencies or capabilities component of the approach of 

the World Economic Forum to high-leverage private sector action for a 

development or humanitarian issue identifies which industries can 

provide high-leverage action for a particular aspect of a development or 

humanitarian issue. 

 

For example, with respect to hunger-related competencies, the 

engineering and construction industries could develop and market low-

cost, effective water pumps and cooking stoves. The financial services 

sector, on the other hand, could provide appropriate micro-credit and 

banking services for small farmers and small food enterprises. 

 

The case of disaster risk reduction, however, is somewhat different. As 

the strategic framework for addressing this area is corporate risk 

management, at one level every company needs to address the potential 

risks of disasters in their risk management strategies. This holds true for 

all industries from engineering and construction to financial services to 

telecommunications to retail. 

 

At another level, however, certain industries and organisations can play 

a specific role in assisting companies to develop and operationalize their 

disaster risk management strategies. Recalling our definition of disaster 

risk management – the planning and implementation of activities to 

avoid or mitigate the potential impact of a disaster – certain industries 

and organisations may be able to provide particular support in both the 

planning and the implementation of disaster risk management activities. 

 

Regarding the planning of disaster risk management activities, the 

Business Continuity Institute standard on risk evaluation and control for 

certifying professional practitioners provides a good example of the type 

of standard needed for good practice in disaster risk management 

planning.  Consulting firms adopting such a standard could provide 

support to companies in their disaster risk management planning. See 

Appendix 1 for a overview of this standard. 

 

A useful list of elements of disaster risk management planning has also 

been developed by the Confederation of Indian Industry. These include: 

 

 Awareness generation 

 Training 
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 Mock drills 

 Development of on-site and off-site disaster management plans 

 Preparation of inventory of resources 

 Sensitization programmes 

 

Such a list can be fined tuned for particular industries, companies and 

sites. Again, certified consulting firms could play a role here. 

 

Regarding the implementation of disaster risk management activities, 

clearly some industries have the potential to assist others with risk 

reducing activities. One example is the insurance industry which can 

develop disaster risk transfer mechanisms for private companies and for 

vulnerable communities. For example, the Munich Re Foundation is 

exploring ways to use its company’s expertise to support vulnerable, 

poor communities at risk. 

 

Another example of potential implementation expertise is the 

contribution that the surveying profession can make to disaster risk 

management activities. Surveying engineers today can assist in 

acquiring, managing, visualizing and analyzing geospatial data related to 

disasters. Working in multi-disciplinary teams they can play role in the 

implementation of corporate disaster risk management plans. 

 

Clearly there is a role for companies from various industries not only to 

develop their own disaster risk management strategies and action plans, 

but also to provide key inputs into the strategies and actions of others. 

Hence, the capacity to undertake private-private partnerships will be 

critical for managing disaster risks. 

 

Appendix 1 : Business Continuity Institute standard on risk evaluation 

and control for certifying professional practitioners 

 

―SUBJECT AREA 3 - RISK EVALUATION and CONTROL 

 

Determine the events and external surroundings that can adversely 

affect the organization and its resources (facilities, technologies, etc.) 

with disruption as well as disaster, the damage such events can cause, 

and the controls needed to prevent or minimize the effects of potential 

loss. Provide cost-benefit analysis to justify investment in controls to 

mitigate risks. 

 

A. THE PROFESSIONAL’S ROLE IS TO: 

 

A.1 Identify Potential Risks to the Organization 
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A.1.a Probability 

A.1.b Consequences/Impact/severity 

 

A.2 Understand the Function of Risk Reduction/Mitigation within the 

Organization 

 

A.3 Identify Outside Expertise Required 

 

A.4 Identify Exposures 

 

A.5 Identify Risk Reduction/Mitigation Alternatives 

 

A.6 Confirm with Management to Determine Acceptable Risk Levels 

 

A.7 Document and Present Findings 

 

B. THE PROFESSIONAL SHOULD DEMONSTRATE A WORKING 

KNOWLEDGE IN THE FOLLOWING AREAS: 

 

B.1 Understand Loss Potentials 

B.1.a. Identify exposures from both internal and external sources. 

These should include, but not be limited to, the following: 

B.1.a. (i) Natural, man-made, technological, or political 

disasters 

B.1a. (ii) Accidental versus intentional 

B.1.a. (iii) Internal versus external 

B.1.a. (iv) Controllable risks versus those beyond the 

organization’s control 

B.1.a. (v) Events with prior warnings versus those with no 

prior warnings 

B.1.b. Determine the probability of events 

B.1.b. (i).Information sources 

B.1.b. (ii) Credibility 

B.1.c. Create methods of information gathering 

B.1.d. Develop a suitable method to evaluate probability 

versus severity 

B.1.e. Establish ongoing support of evaluation process 

B.1.f. Identify relevant regulatory and/or legislative issues 

B.1.g. Establish cost benefit analysis to be associated with 

the identified loss potential 

 

B.2 Determine the Organization's Exposures to Loss Potentials 

B.2.a. Identify primary exposures the organization may face, and 

secondary/collateral events that could materialize because of such 
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exposures (e.g., hurricane could result in several events including 

high winds, flood, fire, building and roof collapse, etc.) 

B.2.b. Select exposures most likely to occur and with greatest 

impact 

 

B.3 Identify Controls and Safeguards to Prevent and/or Mitigate the 

Effect of the Loss Potential 

Considerations: The actions taken to reduce the probability of 

occurrence of incidents that would impair the ability to conduct 

business. 

B.3.a. Physical protection 

B.3.a. (i) Understand the need to restrict access to buildings, 

rooms, and other enclosures where circumstances demand a 

―3-dimensional‖consideration 

B.3.a (ii) Understand the need for barriers and strengthened 

structures to determine wilful and accidental and/or 

unauthorized entry 

B.3.a (iii) Location: physical construction, geographic location, 

corporate neighbours, facilities infrastructure, community 

infrastructure 

B.3.b. Physical presence 

B.3.b. (i) Understand the need for the use of specialist 

personnel to conduct checks at key entry points 

B.3.b. (ii) Understand the need for manned and/or recorded 

surveillance equipment to control access points and areas of 

exclusion; including detection, notification, suppression 

B.3.b. (iii) Understand security and access controls, tenant 

insurance, leasehold agreements 

B.3.c. Logical protection 

(i) Understand the need for system-provided protection of 

data stored, in process, or in translation; information backup 

and protection 

(ii) Understand detection, notification, and suppression 

(iii) Understand information security: hardware, software, 

data, and network 

B.3.d. Location of assets 

(i) Understand the inherent protection afforded key assets by 

virtue of their location relative to sources of risk. 

(ii) Personnel procedures 

(iii) Preventive maintenance and service as required 

(iv) Utilities: duplication of utilities, built in redundancies 

(telco, power, water, etc.) 

(v) Interface with outside agencies (vendors, suppliers, 

outsourcers, etc.) 
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B.4 Evaluate, Select, and Use Appropriate Risk Analysis Methodologies 

and Tools 

B.4.a. Identify alternative risk analysis methodologies and tools 

B.4.a. (i) Qualitative and quantitative methodologies 

B.4.a. (ii) Advantages and disadvantages 

B.4.a (iii) Reliability/confidence factor 

B.4.a. (iv) Basis of mathematical formulas used 

B.4.b. Select appropriate methodology and tool(s) for company-

wide implementation 

 

B.5 Identify and Implement Information Gathering Activities 

B.5 a. Develop a strategy consistent with business issues and 

organizational policy 

B.5.b. Develop a strategy that can be managed across business 

divisions and organizational locations 

B.5.c. Create organization-wide methods of information collection 

and distribution 

B.5.c. (i) Forms and questionnaires 

B.5.c.(ii) Interviews 

B.5.c.(iii) Meetings 

B.5.c. (iv) Documentation review 

B.5.c.(v) Analysis 

 

B.6 Evaluate the Effectiveness of Controls and Safeguards 

B.6.a. Develop communications flow with other internal 

departments/divisions and external service providers. 

B.6.b. Establish business continuity service level agreements for 

both supplier and customer organizations and groups within and 

external to the organization. 

B.6.c. Develop preventive and pre-planning options 

B.6.c. (i) Cost/benefit 

B.6.c. (ii) Implementation priorities, procedures, and control 

B.6.c. (iii) Testing 

B.6.c. (iv) Audit functions and responsibilities 

B.6.d. Understand options for risk management and selection of 

appropriate or cost effective response, i.e. risk avoidance, transfer, 

or acceptance of risk 

 

B.7 Risk Evaluation and Control 

B.7.a. Establish disaster scenarios based on risks to which the 

organization is exposed. The disaster scenarios should be based 

on these types of criteria: severe in magnitude, occurring at the 

worst possible time, resulting in severe impairment to the 

organization’s ability to conduct business. 
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B.7.b. Evaluate risks and classify them according to relevant 

criteria, including: risks under the organization’s control, risks 

beyond the organization’s control, exposures with prior warnings 

(such as tornadoes and hurricanes), and exposures with no prior 

warnings (such as earthquakes). 

B.7.c. Evaluate impact of risks and exposures on those factors 

essential for conducting business operations: availability of 

personnel, availability of information technology, 

availability of communications technology, status of infrastructure 

(including transportation), etc. 

B.7.d. Evaluate controls and recommends changes, if necessary, to 

reduce impact due to risks and exposures 

B.7.d. (i) Controls to inhibit impact exposures: preventive 

controls (such as passwords, smoke detectors, and firewalls) 

B.7.d. (ii) Controls to compensate for impact of exposures: 

reactive controls (such as hot sites) 

 

B.8 Security 

B.8.a. Identify the organization’s possible security exposures, 

including the following specific categories of security risks 

B.8.a. (I) Physical security of all assets (premises, equipment, 

etc.) 

B.8.a. (Ii) Information security - computer room and media 

storage area security 

B.8.a. (iii) Communications security - voice and data 

communications security 

B.8.a. (iv) Network security - intranet security, Internet 

security 

B.8.a. (v) Personnel security 

B.8.b. Advise on feasible, cost-effective security measures required 

to prevent/reduce security-related risks and exposures‖ 


